ECE,

You can find the English version of the text below or click here!

Timto sdélenim Vas informujeme jako obchodniho partnera, poskytovatele sluzeb nebo zainteresovanou
stranu o zpracovani Vasich osobnich udaju a pravech, které Vam nalezi podle prava o ochrané udaju.
Udaje, jez podrobné zpracovavame, a zplisob jejich pouzivani se v podstaté fidi druhem obchodniho
vztahu nebo sluzby. Znamena to, Zze se na Véas v8echny &asti tohoto sdéleni nevztahuiji.

Kontaktni tidaje odpovédného subjektu:
ECE Projektmanagement Praha s.r.o.
nameésti Republiky 1081/7

110 00 Praha 1

Ceska republika

e-mailem: dataprotection@ece.com

Ugely zpracovani osobnich udajii a pravni zaklad:
Osobni Udaje zpracovavame v souladu s ustanovenimi evropského obecného nafizeni o ochrané osobnich
udaju (GDPR, General Data Protection Regulation) a ¢eského zakona o ochrané osobnich udaju:

a.) za ucelem splnéni smluvnich povinnosti (€l. 6 odst. 1b GDPR)

Zpracovani Udajl se provadi za ucelem realizace smluvniho vztahu nebo realizace pfedsmluvnich
opatfeni. DalSi jednotlivosti tykajici se U€ell zpracovani osobnich udaju mulzete zjistit ze
smérodatnych smluvnich podkladd a odpovidajicich pfiloh. V ramci realizace smlouvy maze ECE
kromé& toho podléhat ur€itym zakonnym povinnostem, k jejichz splnéni je nutné zpracovani
osobnich udajii. Vase osobni udaje (zejména Vase pracovni kontakini Udaje) konkrétné
zpracovavame pro navazani kontaktu svami a za uc¢elem komunikace svami a/nebo Vasi
spolecnosti.

b.) nazakladé Vaseho souhlasu (¢l. 6 odst. 1a GDPR)
Pokud jste nam udélili souhlas se zpracovanim osobnich Gdaja pro urcité ucely, je dana zakonnost
tohoto zpracovani na zakladé Vaseho souhlasu. Udéleny souhlas Ize kdykoli odvolat. Odvolanim
souhlasu neni dot€ena zakonnost zpracovani Udaju pfed okamzikem odvolani. Tyto souhlasy se
napf. tykaji:
e Ugasti v prizkumech;
e Registrace a pfihlaseni na webovych strankach ECE;
e  Zasilani newsletterd;
e Informaci souvisejicich s pozvanim na akce.

€.) vramci zvazovani zajmu (¢l. 6 odst. 1f GDPR)

Je-li to nutné, zpracovavame VaSe Udaje také pro ucely hajeni naSich opravnénych zajmua nebo

opravnénych zajm tfetich osob.

Priklady:

e uplatnéni pravnich narokl a obhajoba pfi pravnich sporech

e  zaruCeni bezpeCnosti IT a provozu IT

e -zasilani pozdravl obchodnim partnerdm napf. k Vanoclm nebo u pfilezitosti vyroci
spolecnosti, postou nebo digitalné
zasilani brozur a letakd postou obchodnim partnerdm s cilem informovat je o novinkach
predavani udaju v ramci spolecnosti ECE, napf. v naSem systému pro spravu kontakt(
zjistovani kontaktu ve vefejné pristupnych zdrojich
technické udaje tykajici se elektronické komunikace a vymény dat (napf. logovaci udaje)
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e  konzultace a vyména udaji s agenturami zajistujicimi credit check
e pro stanoveni rizik bonity nebo nesplaceni, ochranu majetku odpovédné osoby i majetku
spole€nosti tfetich stran zastupovanych odpovédnou osobou

e vnitroskupinovy pfenos Udajli za ucelem spInéni pravnich a regulaénich pozadavku skupiny
na interni audit, ucetnictvi, odhalovani a prevenci podvodu a trestné ¢innosti, zpracovani
smluv a vyfizeni, pokud jste obchodnim partnerem jiné spoleCnosti ve skupiné, obchodni
management a rozvoj sluzeb a zakaznické prizkumy

d.) Kvuli zakonnym pozadavkiim €l. 6, odst. 1 ¢ nafizeni EU

Vase osobni Udaje zpracovavame také za ucelem pInéni naSich zakonnych povinnosti,napf.:

e z duvodu regulaénich pozadavkl nebo pfi porovnavani VasSich udaji s tzv. sankénimi
seznamy za Ucelem dodrzeni zakonnych ustanoveni o boiji proti terorismu (napf. nafizeni EU
2580/2001).

e plnéni povinnosti vyplyvajici ze zakona proti legalizaci vynos( z trestné &innosti v podobé
shromazdovani osobnich udaju obchodniho partnera (pokud se jedna o fyzické osoby),
skuteéného maijitele (véetné spravcll), zastupcl, vystupujicich osob a kontaktnich osob;
jméno, adresa, statni pfislusnost, datum/misto narozeni, vyska, barva oci, pohlavi, kontaktni
Udaje a identifikacni Udaje (napf. udaje z obCanského prikazu) se shromazduji, pokud to
podrobné vyzaduje zakon nebo je to nezbytné pro identifikaci osoby na zakladé zakona.

e  plnéni povinnosti vyplyvajici z danovych zakon( (pInéni kontrolnich a ohlaSovacich povinnosti
podle darového prava a také posuzovani a fizeni danovych rizik ve skupiné ECE).

Udaije z jinych zdroju:

Dale zpracovavame - vrozsahu nutném za uU€elem pInéni smluvnich povinnosti nebo prfedsmluvnich
opatfeni, nebo pokud Vy a/nebo Vas nadfizeny/zaméstnavatel dal sv(jj souhlas/dali svij souhlas - osobni
udaje, které jsme pripustné ziskali od pfidruzenych spole¢nosti ECE nebo jinych tfetich stran.
Zpracovavame osobni udaje z vefejné pfistupnych zdroju (napf. statni Gfady, internet) pouze, je-li to mozné
z pravnich ddvodu, napf. je to nezbytné pro poskytovani nasich sluzeb nebo proto, Ze jste Vy a/nebo Vas
nadfizeny/zaméstnavatel dal sv(jj souhlas/dali svij souhlas.

Kategorie udaju:

Zpracovavame — v jednotlivém pfipadé v zavislosti na druhu smlouvy/ souhlasu — nize uvedené kategorie
udaju: kmenové udaje, adresy a kontaktni Udaje, udaje z dokladl totoznosti, idaje o vyuctovani, smluvni
udaje, technické udaje a komunikacni udaje.

Prijemci:

V zavislosti na typu smlouvy/souhlasu nebo pravni povinnosti mohou byt VaSe udaje v jednotlivych
pfipadech pfedany tfetim stranam.

Mohou to byt nasledujici mista:
a) Smluvni partnefi

Z oblasti: Marketing, newslettery, bezpecnost, IT sluzby, komunikace, Uvérové sluzby, tiskaiské sluzby,
telekomunikace, organy verejné moci, finanéni sektor, pojistovnictvi, vnitroskupinové spole¢nosti.

b) Organy verejné moci a instituce
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napr-.:
— Financni Ufady, organy €inné v trestnim fizeni v pfipadé zédkonné nebo Ufedni povinnosti
nebo

— Uvérové a finanéni instituce nebo srovnatelné instituce, kterym predavame osobni tdaje za
ucelem uskute¢néni obchodniho vztahu s Vami (napf. banky, v zavislosti na smlouvé).

c) Credit Check

V ramci obchodnich vztah(l pfedavame, pokud je to pfipustné a nutné na pravnim zakladé ¢l. 6 odst. 1 b)
nebo f) nafizeni EU, osobni udaje o uplatfiovani, realizaci a ukon€eni obchodniho vztahu, jakoz i idaje o
mimosmluvnim jednani nebo podvodném jednani spole¢nosti Crefoport s.r.o., Na Harfé 337/3, PSC 190
00, Praha 9 a Creditreform s.r.o., Oldfichova 97/51, PSC 128 00, Praha 2.

Crefoport s.r.o. a Creditreform s.r.o dale zpracovava obdrzené udaje a pouziva je za ucelem profilovani
(bodovani) za ucelem poskytovani informaci mimo jiné o posouzeni bonity fyzickych osob svym smluvnim
partnerdm v Evropském hospodafském prostoru a ve Svycarsku a pfipadné i v dalSich tetich zemich (ve
smyslu rozhodnuti Evropské komise o pfiméfenosti ve smysilu ¢l. 45 nafizeni EU).

Dal$imi pfijemci tdaji mohou byt ty organy, pro které jste nam udélili souhlas s pfenosem udaiju.
Pfenos udaju do tretich zemi

Pro urcité ukoly vyuziva ECE poskytovatele sluzeb. Ti vétSinou rovnéz vyuZivaji poskytovatele sluzeb, ktefi
mohou mit sidlo své firmy, matefsky koncern nebo pocitatova stfediska ve tretim staté. Pfedani osobnich
udajul je pfipustné, pokud Evropska komise rozhodla, ze ve tfetim staté existuje pfiméfena trover ochrany
udaju (Cl. 45 GDPR). Pokud Evropska komise takové rozhodnuti nepfijala, smi spole¢nost ECE nebo
poskytovatel sluzeb pfedat osobni udaje do tfeti zemé nebo mezinarodni organizaci pouze tehdy, pokud
jsou stanoveny vhodné zaruky (napf. dolozky o standardni ochrané osobnich Gdaju, které jsou pfijimany
Evropskou komisi nebo dozor€im ufadem v urcitém procesu) a pokud jsou k dispozici U¢inné opravné
prostredky.

Doba trvani uloZeni dat:

Za ucelem splnéni smlouvy, na zakladé Vaseho souhlasu nebo za U€elem hajeni opravnénych zajmi
budou Vase osobni Udaje uloZzeny. Pokud vSak svlj souhlas odvolate resp. pokud pravné ucinnym
zplUsobem vznesete proti zpracovani Udaji namitku nebo pokud ucel zpracovani zanikl kvili tomu, ze
uloZeni udaju pro ucely spinéni nasich vySe uvedenych smluvnich a zakonnych povinnosti uz neni nutné,
budou Va$e udaje fadné smazany.

Prava dotéenych osob:

Kazda dotena osoba ma pravo na informace podle ¢lanku 15 GDPR, pravo na opravu podle ¢lanku 16
GDPR, pravo na vymaz podle ¢lanku 17 GDPR, pravo na omezeni zpracovani podle ¢lanku 18 GDPR,
pravo na vzneseni namitky podle ¢lanku 21 GDPR a pravo na prenositelnost udajl podle ¢lanku 20 GDPR.
Kromé toho existuje pravo na podani stiznosti u pfisluSného dozor¢iho Ufadu na ochranu osobnich udaju
(Clanek 77 GDPR).

Udéleny souhlas se zpracovani osobnich Udaju muzete vici nam kdykoli odvolat. Dovolujeme si vas
upozornit, Ze odvolani ma uginnost az do budoucna. Zpracovani, ktera byla provedena pred odvolanim, tim
dot&ena nejsou.
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Informace podle ¢l. 13 evropského obecného
narizeni o ochrané osobnich udaja (GDPR)
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ECE,

\_/

Informace podle €l. 13 evropského obecného
narizeni o ochrané osobnich udaja (GDPR)

Proti naSemu zpracovani Vasich osobnich udajii, které probiha na zakladé ¢l. 6 odst. 1 pism. e
(pInéni uUkolu ve vefejném zajmu) nebo ¢l. 6 odst.1 pism.f GDPR (opravnény zajem
odpovédného subjektu), mate navic pravo vznést kdykoli namitku z divodu, které vyplyvaji
z Vasi specialni situace; to plati i pro profilovani opirajici se o tato ustanoveni. Udaje, které se
vas tykaji, v takovém piipadé uz nezpracovavame, leda ze bychom jejich zpracovani mohli
prokazatelné odiivodnit nutnou ochranou, ktera prevazuje nad VasSimi zajmy, pravy
a svobodami, nebo Ze by zpracovani slouzilo k uplatnéni, vykonu nebo hajeni pravnich naroku.

Jsou-li udaje, které se vas tykaji, zpracovavany k provozovani pifimé reklamy, mate pravo vznést
kdykoli namitku proti zpracovani téchto udaji pro ucely takové reklamy. Vznesete-li namitku
proti zpracovani udaja pro ucely pfimé reklamy, nebudou uz tyto uUdaje pro tyto ucely
zpracovavany.

Pripadna odvolani souhlasu zaslete prosim na tuto adresu: dataprotection@ece.com
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ECE,

Information according to Art. 13, 14 EU General
Data Protection Regulation (EU-GDPR)

With this information notice we inform you as a business partner, service provider or interested party about
the processing of your personal data and the rights to which you are entitled under data protection law. The
data which are processed in detail and the way in which they are used, are essentially governed by the type
of business relationship or service. This means that not all parts of this information notice apply to you. .
Please also pass on the information to current and future authorised representatives and beneficial owners
as well as any co-obligated persons.

Contact data of the controller:

ECE Projektmanagement Praha s.r.o.
namésti Republiky 1081/7

110 00 Praha 1

Ceské republika

e-mail: dataprotection@ece.com

Data processing purposes and legal basis:

We process personal data in conformity with the provisions of the European General Data Protection
Regulation (GDPR) as well as the national data protection acts:

a.) For the performance of contractual obligations/within the scope of contract execution
(Article 6 para 1 b EU-GDPR)

The processing of data is carried out for the purpose of fulfilling or executing contractual obligations or for
the performance of precontractual measures. The further details concerning the data processing purposes
can be taken from the contractual documents which are relevant for the contractual relationship including
the corresponding annexes. In course of the contract execution ECE might also process personal data to
fulfill legal requirements. We process your personal data (mainly your professional contact data), more
particularly, to enter into contact with you and for the purpose of communication with you and/or your
company. We process your personal data (mainly your professional contact data), more particularly, to enter
into contact with you and for the purpose of communication with you and/or your company.

b.) Based on your consent (Article 6 para 1a EU GDPR)

If you have given us consent to the processing of your personal data for certain purposes, the lawfulness
of such processing exists on the basis of your consent. Any consent given may be withdrawn at any time.
The withdrawal of the consent does not affect the lawfulness of the data processed up to the withdrawal.
Such consents concern e.g.:

Participation in surveys;

Registrations and logins on ECE websites;

Mailing of newsletters;

Information about invitations to events.

c.) Within the framework of the weighing of interests (Article 6 para 1 f EU-GDPR)

As far as necessary, we process your data also to secure our legitimate interests or the legitimate interests
of third parties.

Examples:
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e Assertion of legal claims and defence in legal disputes

e Securing of IT safety and IT operation

o Digital or postal sending of greeting cards to business partners, for instance for Christmas
or for a company anniversary

e Postal sending of brochures and flyers to business partners to inform them about current

topics

Passing on of data within the ECE companies e.g. in our contact management system

Identification of contacts in publicly accessible sources

Technical data relating to electronic communication and data exchange (e.g. log data)

Evaluation of incoming information in connection with our whistleblowing system,

Consultation of and data exchange with credit agencies

for the determination of creditworthiness or default risks, protection of the assets of the

person responsible as well as the assets of the third party companies represented by the

person responsible

¢ Intra-group data transfer to meet legal and regulatory group requirements for internal audit,
accounting, fraud and crime detection and prevention, contract processing and expediting
if you are a business partner of another group company, business management and
service development and customer surveys.

d) Due to legal requirements (Art. 6 para. 1 c EU-GDPR)
We also process your personal data in order to fulfil our legal obligations,e.g.:

e due to regulatory requirements or when comparing your data with so-called sanctions lists
in order to comply with legal provisions on combating terrorism (e.g. EU Regulation
2580/2001).

o to fulfil the obligations arising from the Money Laundering Act in the form of the collection
of personal data of the business partner (insofar as they are natural persons), the beneficial
owner (including trustees), representatives, appearing persons and contact persons;
name, address, nationality, date/place of birth, height, eye colour, sex, contact data and
identification data (e.g. ID card data) are collected insofar as this is required in detail by
law or is necessary for the identification of the person by virtue of the law.

e To fulfil the obligations arising from tax laws (fulfiiment of control and reporting obligations
under tax law as well as the assessment and management of tax risks in the ECE Group).

Data from other sources:

Furthermore, we process — as far as necessary for the purpose of fulfilling contractual obligations or
performing precontractual measures or if you and/or your principal/employer have given your/their consent
— including personal data which we have permissibly received from the affiliated companies of ECE as well
as other third parties

We process personal data from publicly accessible sources (e.g. public authorities, Internet) only to the
extent that this is legally admissible, e.g. because this is necessary for the provision of our services or
because you and/or your principal/employer have given your/their consent.

Data categories:

We process the following categories of data - in each case dependant on the specific type of
contract/agreement and the individual processing purpose / the relevant legal basis: master data,
address and contact data, ID data, settlement data, contractual data, tenant date, financial data, technical
data and communication data.
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ECE,

Information according to Art. 13, 14 EU General
Data Protection Regulation (EU-GDPR)

Recipients:
Depending on the type of contract/consent or a legal obligation, your data may be passed on to third parties

in individual cases.
These may be the following addresses:
a) Contractual partners

From the areas of: Marketing, newsletters, security, IT services, communications, credit services, printing
services, telecommunications, public authorities, financial sector, insurance sector, intra-group companies.

b) Public authorities and institutions

e.g..
— Financial authorities, law enforcement authorities in the event of a legal or official obligation or

— Credit and financial service institutions or comparable institutions to which we transmit
personal data in order to carry out the business relationship with you (e.g. banks, depending
on the contract).

c) Credit checks

In the context of business relationships, we transmit, insofar as this is permissible and necessary on the
legal basis of Art. 6 Para. 1 b) or f) EU-GDPR, personal data on the application, implementation and
termination of a business relationship as well as data on non-contractual behaviour or fraudulent behaviour
to Crefoport s.r.o., Na Harfé 337/3, PSC 190 00, Praha 9 and Creditreform s.r.o., Oldfichova 97/51, PSC
128 00, Praha 2.

Crefoport s.r.o. and Creditreform s.r.o.further process the data received and use it for the purpose of profiling
(scoring) in order to provide their contractual partners in the European Economic Area and in Switzerland
as well as, if applicable, other third countries (insofar as an adequacy decision of the European Commission
within the meaning of Art. 45 EU-GDPR exists with regard to these) with information on, among other things,
the assessment of the creditworthiness of natural persons.

More detailed information on the processing of personal data by Crefoports s.r.o. can be found online ZDE.

More detailed information on the processing of personal data by Creditreform s.r.o. can be found online
ZDE.

Further data recipients may be those bodies for which you have given us your consent to transfer data.

Data transfer to Third Countries:

ECE uses service providers for certain tasks, which use so-called sub-service providers. These
subcontractors may have their headquarters, holding company or data centers in a third country. However,
data may only be transferred to the third country if the conditions of Art. 45 ff DSGVO are met, in particular
if the European Commission has decided that an adequate level of data protection exists in a third country
(Art. 45 DSGVO). If the Commission has not taken such a decision, the ECE or the service provider may
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only transfer personal data to a third country or to an international organization if appropriate safeguards
are in place (e.g. standard data protection clauses adopted by the Commission or the supervisory authority
in a specific procedure) and enforceable rights and effective remedies are available.

Duration of Storage:
Your personal data will be stored for the purpose of fulfilling a contract, on the basis of your consent or to

protect legitimate interests. However, if you revoke your consent or object to data processing in a legally
effective manner, or if the purpose of processing is no longer applicable because storage is no longer
necessary for the fulfilment of our contractual and legal obligations, the data will be regularly deleted, unless
their - temporary - further processing is necessary, for example for the following purposes:

—  Fulfilment of commercial and tax law obligations to retain data
— Preservation of evidence within the framework of the legal statute of limitations.

Rights of Data Subjects:

Every data subject has the right to information in accordance with Article 15 GDPR, a right to rectification in
accordance with Article 16 GDPR, a right to erasure in accordance with Article 17 GDPR, a right to restriction
of processing in accordance with Article 18 GDPR, a right to object based on Article 21 GDPR as well as a
right to data portability under Article 20 GDPR. Moreover, there is a right to lodge a complaint with the
competent supervisory authority (Article 77 GDPR).

You can withdraw any consent to the processing of personal data granted to us at any time. Please note
that the withdrawal only becomes effective for the future. Any processing made before the withdrawal is
not affected.

Moreover, you have the right, for reasons resulting from your special situation, to oppose at any
time the processing of data concerning you which is made by virtue of Article 6 para 1 lit. e
(performance of a task carried out in the public interest) or Article 6 para 1 lit. f GDPR (legitimate
interests of the controller); this also applies for any profiling based on these provisions. In this
case we no longer process data concerning you unless we can demonstrate compelling
legitimate grounds for the processing which override your interests, rights and freedoms or if
the processing serves the establishment, exercise or defence of legal claims.

If any data concerning you are processed to carry out direct marketing, you have the right to
oppose the processing of such data for marketing purposes at any time. If you oppose the
processing for direct marketing purposes, such data are no longer processed for these
purposes.

Please address any withdrawals to: dataprotection@ece.com
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